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Found in July 2012 in version 7.0.4.4

Current version is still affected

Reported on 5 August 2020, still not fixed by vendor
Found and reported by


https://updater.thebrain.com/files/TheBrain 11.0.127.0 Installer.exe
http://aluigi.org/adv.htm

BRZ is a registered
file type

test.brz

BRZ files are B
opened by TheBrain -
when clicked

BRZ Is just a ZIP file

Z|P files contain files
and folders
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How to test
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test.bat test.zip

Create a file ZIP the file

ame
1 test.he
Cpen Enter
Open Inside Ctrl+PgDn
Open Inside
Open Inside #
Open Qutside Shift+Enter
Wiews F3
Edit F4
Rename F2

Open the ZIP Rename the
file archived file
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..[I..1..IDIR/FILE Rename the
ZIP to BRZ




Extension

Ll

& BrainTheme

@ Jbrz

Operation

Bh CreateFile
Eh.CreateFile
Eh CreateFile
b CreateFile

Ba@uer'_.rNetwnrk...

&Dnse File
Bh CreateFile
E&Dnse File
Bh CreateFile
Ba[iose File
Eh CreateFile
b CreateFile
b CreateFile

&QuewNetwurk...

B&Dnse File

Bh CreateFile
Bal:lnse File

Eh.CreateFile
Eh CreateFile
b CreateFile
b CreateFile

&QuewNetwurk...

B&Dnse File
Bh.CreateFile
Bal:lnse File
Bh.CreateFile
Ba[]nse File
b CreateFile
B} CreateFile

Technical detalls

FileTypesMan

Type Mame Description MIME Type

LaunchWinApp.exe
TheBrain. Theme
TheBrain.Document

Brain Theme
TheBrain &Archive

application/BrainTheme
application/Brainfrchive

Process Monitor

Path

ChiUserstest \BmTmpyeLDv LM

C:Mserstest " Bm Tmp cLDvL\M

Ciserstest " Bm Tmp bk LDvL

Clsersest " BmTmp

ChlUserstest\BmTmp

ChlUsers“test\BmTmp

ChilUserstest\BmTmp e LDvL

ChlUserstest\BmTmpycLDvL

ChiUserstest \BmTmpyeLDv LM

C:Mserstest " Bm Tmp cLDvL\M

CilsersMest\BmTmp cLDvLN

CAlsersMest\BmTmp cLDvLN

ChUserstest\BmTmp e LDvL

ChlUsers’test\BmTmpcLDvL

ChilUserstest\BmTmp e LDvL

ChilUserstest"\BmTmpcLDvLM

ChilUserstest"\BmTmp™eLDvLY

C:MUsersitest\Bm TmpkLDvL\[\Gecablc S 6fa-004-abS5d-bf 0d4555655d" data
Csers’test Bm TmpkLDvL'\[\Gecablc 54 &fa-004-ab5d-bf 0d45556559d" data
C\Userstest " Bm Tmp kLDvL'\\Gecaklc 54 6fa-5004-abSd-bf 0d4 555655
ChlUsers™test\BmTmp e LDw LY

ChlUserstest\BmTmp e LDw LM

ChilUserstest \BmTmpcLDw L

CUsersitest \Bm TmpcLDv L\ "Becablc56fa-5004-ab Sd-bf 0d4555655d
CiUserstest \Bm TmpcLDv L\ "Becablc 3 6fa-5004-ab 5d-bf 0d4355655d
C:MUsersitest\Bm TmpkLDvL\[\Gecablc S 6fa-004-abS5d-bf 0d4555655d" data
Csers’test Bm TmpkLDvL'\[\Gecablc 54 &fa-004-ab5d-bf 0d45556559d" data
C\Userstest " Bm TmpkLDvL'\\Gecablc5{&fa-5004-abSd-bf 0d4555659d" datalcon png
C:Userstest\Bm Tmp kL Dv L\ \becablc 5 6fa-5004-ab 9d bf 0d 45595655 data*lcon . png
ChlUserstest\Bm Tmpcl DvL\\becablc3f6fa-5004-ab9d -bf 0d 43356554 data’Jcon png
CUsers“test\Bm TmpcLDv L\ "Becablc 34 6fa-5004-ab 9dbf 0d 4555655 data*Jcon png




Source code via ILSpy

// TheBrain.Sys.FileUtility
using Ionic.Zip;

using System;

using System.IO;

public static void Unzip(string file, string dir, Action<string> logDelegate, bool
skipIfUpToDate)

{
using (ZipFile zipFile = ZipFile.Read(file, new ReadOptions
{
Encoding = SlashConverterUtf8Encoding.Instance
1)
{
foreach (ZipEntry item in zipFile)
{
string text = Utils.FilterIllegalFilenameCharacters(item.FileName,
allowSlash: true);
if (text != item.FileName)
{
logDelegate("Replacing illegal filename " + item.FileName + "
with " + text + ".");
}
string text2 = Path.Combine(dir, text);
if (item.IsDirectory)
{
Directory.CreateDirectory(text2);
continue;
}
Directory.CreateDirectory(Directory.GetParent(text2).FullName);
bool flag = false;
bool flag2 = File.Exists(text2);
if (skipIfUpToDate && flag2 && item.LastModified <=
File.GetLastWriteTime(text2))
{
flag = true;
}
if (!flag)
{
if (flag2)
{
new FileInfo(text2).IsReadOnly = false;
}
using (FileStream stream = File.Create(text2))
{
item.Extract(stream);
}
}
}
}



Source code via ILSpy

// TheBrain.Sys.Utils
using System.Text;

public static string FilterIllegalFilenameCharacters(string name, bool allowSlash =
false, bool clipName = true)
{

string text = allowSlash ? " :*?<>| " : "/ x| 7

StringBuilder stringBuilder = new StringBuilder(name);

for (int i = @; i < stringBuilder.Length; i++)

{
char ¢ = stringBuilder[i];
if (text.IndexOf(c) != -1 || c < " ")
{
stringBuilder[i] = '_';
}
}

string text2 = stringBuilder.ToString();
string[] rESERVED FILE_NAMES = RESERVED FILE_NAMES;
foreach (string value in rESERVED_FILE_NAMES)

{
if (text2.ToUpper().Equals(value))
{
return text2 + "_";
}
}
if (text2.EndsWith("."))
{
text2 = text2.Substring(o, text2.Length - 1);
}
if (clipName && text2.Length > 255)
{
text2 = text2.Substring(@, 255);
}

return text2;



Proof-of-concept

Marne size  Pac.. Modified Created
.|..f..,-‘..f.ﬂ-.ppData‘-LFlnar'niﬂg\Micrnsuﬁ\Winduws\Starth-'1enu‘-LF'rcngrams\Startup‘am.ha‘d |

Operation Path
Ba&eate File C:hUsers‘test' AppDatatRoaming Microsoft " Windows '\ Start Menu®Programs*.Startupteoo: bat
Ba&eate File CilUsers‘test"\ AppDatatRoaming Microsoft " Windows \Start Menu®Programs*.Startupeoo: bat
CAUsers'test\AppData'\Roaming \Microsoft \Windows"Start Menu*Programs®.Startupeoo bat
h.CloseFile C M sers'test\App Data'\Roaming Microsoft "\ Windows"Start Menu*Programs®.Startup®soo bat
Share View Manage

» test » AppData » Roaming * Microsoft » Windows » Start Menu » Programs » Startup

Fat

Mame Date medified Type Size

(%] sooebat 8/1/2020 6:27 AM Windows Batch File 1 KB

| seechat - Motepad - O >
File Edit Format View Help

calc

Notes:

- Files can be overwritten

== STANDARD

- Any file and extension is allowed
- Simple slides for beginners and for
being viewed on mobile

- Just for teaching directory traversal

vulnerabilities using a real example



